
By Brett M. McCartney

Directors and officers of strug-
gling corporations seeking capi-
tal or startups willing to trade 
equity for cash should carefully 
read the Delaware Court of Chan-
cery’s recent transcript ruling in 
Elite Horse Investments Ltd. v. T3 
Motion, C.A. No. 10550-CB (Del. 
Ch. Jan. 23, 2015), and consider 
it a cautionary tale. If control of 
a business can be purchased, sit-
ting directors and officers should 
not be surprised when the new 
controlling stockholder or con-
trol group installs its own direc-
tors and replaces management. 
Moreover, directors and officers 
should think long and hard be-
fore attempting defensive mea-
sures aimed at protecting their 
positions or other entrenchment 
motives. As discussed below, the 
Court of Chancery will not hesi-
tate in enjoining such conduct.
BACKGROUND

Elite Horse Investments Ltd. 
(EHI) is one of a group of 
stockholders of T3 Motion Inc., 
a Delaware corporation head-
quartered in Costa Mesa, CA, 
that designs, manufactures and 
markets electric-motor-powered 
personal mobility vehicles. In 
or around December 2014, EHI 
and a group of seven others in-
vested $6 million in T3 Motion 
in exchange for approximately 

By Ian Macdonald

The highly anticipated draft Policy Memorandum (L-1B Memo) addressing 
the qualifying criteria for the L-1B visa category was released by U.S. Citi-
zenship and Immigration Services (USCIS) on March 24, giving immigra-

tion practitioners and employers clear guidance on the definition of “specialized 
knowledge” and the standard of review USCIS adjudicators should apply when 
evaluating L-1B petitions. Corporate counsel should be prepared to address the 
qualifying criteria outlined in the L-1B Memo, which clarifies and expands on 
previous agency guidance regarding L-1B visa adjudication. The feedback period 
for the L-1B Memo ends on May 8 and becomes effective on Aug. 31.
BACKGROUND

The L-1 visa, also known as the intracompany transferee visa, is a nonim-
migrant visa classification that allows companies to transfer employees from a 
related foreign entity to a U.S. company. This visa category has two formats: the 
L-1A visa for transfer of executive and managerial personnel, and the L-1B visa 
for transfer of specialized knowledge personnel.

To qualify for an L-1B visa, an employee must possess, among other things, 
“specialized knowledge.” USCIS regulations define this as “special knowledge 
possessed by an individual of the petitioning organization’s product, service, 
research, equipment, techniques, management, or other interests and its applica-
tion in international markets, or an advanced level of knowledge or expertise in 
the organization’s processes and procedures.” Many of the issues in current L-1B 
adjudications surround how this definition is applied in practice, and what a 
USCIS officer will actually consider to be “specialized.”

The burden of proving that an individual has specialized knowledge, and fur-
ther proving that the individual will use that knowledge in the U.S. role, rests 
solely on the petitioning company. This is an inherently challenging process as 
USCIS officers often have little or no knowledge of the company’s operations and 
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what knowledge may be specialized 
in their particular industry.
CURRENT STATE AND  
CHALLENGES OF L-1

Congress created the L-1 visa pro-
gram to allow expedited transfer of 
employees within the same com-
pany. Currently, many employers 
are finding that the L-1B program 
has become arduous, arbitrary and 
unreliable. L-1B filings are under 
increased scrutiny by USCIS. Spe-
cifically, USCIS has issued an in-
creasing number of requests for ad-
ditional evidence (RFE) and denials. 
According to the National Founda-
tion for America Policy March 2015 
brief, in FY 2014 for L-1B petitions 
there was a 35% denial rate and a 
45% RFE rate. As a comparison, in 
FY 2006 there was a 6% denial rate 
and a 9% RFE rate.

The National Foundation for 
America Policy March 2015 brief 
also found that Indian nationals 
have a 56% denial rate versus a 13% 
denial rate for all other non-Indian 
nationals. In addition, the March 
2015 brief noted that L-1B exten-
sions receive more denials than new 
L-1B petitions. These findings ap-
pear to be the result of change in 
USCIS L-1B adjudication policy that 
has not been officially implemented. 
Many Indian nationals have STEM 
degrees and are employed in the 
software engineering field, which 
USCIS appears to be holding to an 
arbitrarily high specialized knowl-
edge threshold. In addition, because 
the L-1B standard has changed over 
time, cases that were easily approv-
able several years ago when the ini-
tial L-1B was filed are experiencing 
challenges with the L-1B extension.

In practice, employers receive an 
RFE on a majority of L-1B filings. 
The RFE is typically eight pages 

long and contains a laundry list of 
items and supporting documents to 
show that the candidate qualifies for 
the L-1B visa category. In many in-
stances, the RFEs appear to be more 
similar to O-1 extraordinary ability 
standards than specialized knowl-
edge standards. As a result, many 
companies choose to file L-1B peti-
tions under the Corporate Blanket L 
(which is done at a U.S. Consulate 
or Embassy abroad) where possible 
or avoid L-1Bs altogether and pur-
sue alternative nonimmigrant visas 
such as H-1B, TNs, O-1s, etc., or 
choose to transfer the employee to 
another country.
CLEARER GUIDANCE

The L-1B Policy Memorandum 
provides some clearer guidance for 
employers using the L-1B visa pro-
gram that addresses many of the 
challenges described above. First, 
the L-1B Memo asserts that, when 
adjudicating L-1B petitions, USCIS 
officers must apply a “preponder-
ance of the evidence standard,” by 
which an employer must show that 
it is more likely than not that the 
employee is eligible for the benefit 
sought. The L-1B Memo expressly 
rejects higher standards such as 
“clear and convincing evidence” or 
“beyond a reasonable doubt” that 
some USCIS officers apparently ap-
ply when reviewing L-1B petitions. 
In particular, the L-1B Memo states:

Even if the officer has some 
doubt about a claim, the peti-
tioner will have satisfied the 
standard of proof if he submits 
relevant, probative, and cred-
ible evidence, considered ‘indi-
vidually and within the context 
of the totality of the evidence,’ 
that leads to the conclusion that 
the claim is ‘more likely than 
not’ or ‘probably’ true.
In addition, the L-1B Memo con-

firms that L-1B extensions should 
not as a matter of course be subject 
to heightened scrutiny by USCIS of-
ficers. For L-1B extensions involv-
ing the same underlying facts, the 
L-1B Memo instructs officers to give 
deference to the prior USCIS deter-
mination. Re-examination of a case 
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By R. Scott Oswald and  
Adam Augustine Carter

There is a moment in the modern 
Christmas film classic “Elf” in which 
the titular character, a full-grown 
man who believes himself to be 
an elf from the North Pole, enters 
a seemingly run-of-the-mill coffee 
shop in New York City after passing 
what most would consider a forget-
table neon sign on the facade of an 
equally forgettable storefront boast-
ing “world’s best cup of coffee.” The 
“elf” runs into the shop and excit-
edly shouts to everyone in the shop, 
“You did it! Congratulations! World’s 
best cup of coffee! Great job every-
body!” The employees and patrons 
in the shop simply gaze at the dis-
play of enthusiasm with befuddled 
expressions. 

Although this moment in the film 
is likely intended to show the view-
er the comic extent of the charac-
ter’s naiveté, it perhaps unwittingly 
provides a perfect demonstration 
of the precarious relationship be-
tween a company’s boasting and 
the potential impact on those to 
whom it crows. In the parlance of 
the law, communication of this type 
has come to be known as “puffery.” 
The word “puffery” is a gem of the 
judicial lexicon. It is one of those 
rare words that holds enough legal 
significance to bring down major 
corporations, but sounds altogether 
silly when used in conversation. The 
brilliance of it lies in the fact that 
its silliness makes it a unique word, 

ripe for molding through the legal 
process. 
PUFFERY AND THE LAW

Though the puffery concept’s 
roots lie in contract law, the pas-
sage of the Dodd-Frank Act and 
the strengthening of the nation’s 
efforts to stop securities fraud has 
increased the importance of puffery 
as a part of the legal vernacular of 
business. Puffery exists somewhere 
between basic claims about a prod-
uct’s qualities, and outright lies 
about the same product. In a pub-
licly traded corporation, landing on 
the wrong side of the line can result 

in liability for securities fraud. The 
question then, is when does puffery 
cross the line into fraud?

Cases on “puffery” tend to hinge 
on what is reasonable for a con-
sumer to believe, or in the inves-
tor context, what is reasonable for 
a company spokesperson to say. 
These are distinct ways to analyze 
the same concept, but ultimately 
each comes down to the kinds of 
evidence needed to demonstrate the 
other party’s knowledge and intent. 

Thankfully for the cheeky-but-
bold proclamation that forms the 
title of this piece, interpretations of 
what is and is not puffery have re-
peatedly coincided with interesting 
pop culture vignettes to allow for 
what may actually be the greatest 
article ever written on puffery. 
JET PUFFERY: CONTRACT ROOTS 
IN LEONARD V. PEPSICO

One of the most famous uses of 
the term “puffery” comes from the 
case of Leonard v. Pepsico, Inc., 88 

F.Supp.2d 116 (S.D.N.Y. 1999), aff’d 
210 F.3d 88 (2d Cir. 2000). The case 
is one now widely read by law stu-
dents in contracts classes in part be-
cause it demonstrates the perils of 
unintentionally making a contract 
offer and in part because it is noto-
riously entertaining. The case grows 
from a 1990s-era promotional cam-
paign by Pepsi, in which one could 
earn “Pepsi Points” by purchasing 
Pepsi products, and exchange those 
points for “Pepsi Stuff” from a cata-
log, including clothing, accessories 
and furniture. One of the com-
mercials for the promotion, clearly 
targeted at a young audience, fea-
tured a young man donning Pepsi-
branded merchandise, with a pause 
at various intervals to show the cost 
in Pepsi points for each item. The 
young man proceeds to fly to school 
in a Harrier jet, and in the landing 
process, he wreaks minor havoc 
on the school grounds. He touches 
down on the schoolyard, opens the 
cockpit, and quips, “Sure beats the 
bus.” Here the commercial once 
again pauses to indicate that the jet 
costs 7 million Pepsi points. Inevita-
bly, someone in “real life” managed 
to acquire 7 million Pepsi Points, 
and proceeded to attempt to order 
a Harrier jet by writing it into the 
catalog’s order form. Pepsi’s failure 
to provide the jet prompted the suit.

While the opinion is as famous for 
Judge Kimba Wood’s description of 
the commercial and breakdown of 
the humor as it is for its jurispru-
dence on the subject of contract 
offers, it is discussed here because 
it states that “a reasonable viewer 
would understand such advertise-
ments as ‘mere puffery,’ not as state-
ments of fact … and refrain from 
interpreting the promises of the 
commercial as being literally true.” 
Ultimately, the humorous nature of 
the commercial, combined with the 
$23 million cost of a real Harrier jet 
led the court to find that a reason-
able person would not believe that 
the commercial constituted an offer.

Here, the puffery distinction 
saved Pepsico approximately $23 
million — no meaningless sum, 

continued on page 4
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Washington, DC. Mr. Oswald handles 
all manner of employment discrimi-
nation cases, including those litigat-
ed under Title VII and the Fair La-
bor Standards Act. Mr. Carter works 
closely with clients who suffer dis-
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even to a company the size of Pep-
sico. Had the commercial been less 
clearly intended to be a joke, or had 
the number of Pepsi points jokingly 
suggested to purchase a Harrier jet 
been more in line with the actual 
cost of the jet, the case presumably 
could have come out differently. 
BATTLEFIELD PUFFERY:  
THE MODERN INVESTOR  
APPLICATION IN KELLY V.  
ELECTRONIC ARTS, INC.

Fast forward 15 years to 2014. 
In the interim, a massive economic  
crisis occurred reverberating in a 
public outcry for legislation. Con-
gress thereafter sought to strength-
en the SEC’s enforcement mecha-
nisms via the Dodd-Frank Act, and 
created and implemented a statute 
that provides a reward for those 
who report publicly traded corpora-
tions that mislead investors. Though 
the concept of puffery has its roots 
in contract law, it has developed 
newly sharpened teeth in the realm 
of financial regulation and litigation. 
A publicly traded company’s com-
munications with its investors must 
now be careful not to step over the 
line from puffery into outright false-
hood.

Like Pepsico, the the case of Kel-
ly v. Electronic Arts, Inc., 2014 WL 
5361641 (N.D.Cal.), *7 (N.D.Cal., 
2014), touches on matters related to 
popular culture. In 2013, the latest 
installment of EA’s popular video 
game series “Battlefield” launched 
with a number of technical prob-
lems. The game’s technical failures 
frustrated customers and incurred 
the online wrath of the notoriously 
unforgiving video game enthusiast 
commentariat. Reviews for the game 
were generally bad, and sales were 
significantly weaker than expected 
for a game that was well known 
to be one of EA’s biggest money- 
makers.

Of course, poor product launches 
and weaker-than-expected sales are 
not normally the basis for a law-
suit. Indeed, the suit is based not 

the poor launch, but EA’s confident 
statements in advance of the launch 
that it had taken the proper precau-
tions to prevent such a bug-riddled 
product landing on store shelves. 
EA indicated that it had worked 
closely with Microsoft and Sony, 
manufacturers of the primary devic-
es on which Battlefield would run, 
to ensure that bugs were minimal. 
It also stated repeatedly that it had 
“de-risked” the game’s code, and 
even referred to previous problem-
atic entries in the series to indicate 
that it was “not going to repeat that 
mistake.” After the buggy launch 
and general perception of market 
failure, EA’s investors brought suit 

claiming that EA had in fact repeat-
ed its mistakes, and misled investors 
into providing support for those re-
peated failures.

Again, the judge found the state-
ments to be puffery, and not mis-
statements of fact. Using a rubric 
developed in a previous California 
case, the Kelly court noted that “[a] 
projection of optimism or statement 
of belief is a ‘factual’ misstatement 
…  if: 1) the statement is not actu-
ally believed; 2) there is no reason-
able basis for the belief; or 3) the 
speaker is aware of undisclosed 
facts tending seriously to under-
mine the statement’s accuracy. Id. at 
*7 (quoting Kaplan v. Rose, 49 F.3d 
1363, 1375 (9th Cir.1994)).
THE TAKEAWAY:  
SPECIFICITY, KNOWLEDGE,  
AND REASONABLENESS

The takeaway then, is that in the 
investor communications context, 
one of the most important distinc-
tions between non-actionable puff-
ery and a sort of unreasonable, ac-
tionable puffery is the knowledge of 

the speaker. What might ordinarily 
be run-of-the-mill puffery can be 
transmogrified into large scale lia-
bility for a company where the com-
pany representative knows what he 
or she says is not reasonably sup-
portable. Unlike in Leonard, where 
the focus was on the reasonable 
interpretation of a message that a 
cola company was actually offering 
a sensitive military aircraft for sev-
en figures in Pepsi points, the Kelly 
case focuses on the reasonableness 
of the speaker given the speaker’s 
knowledge of facts not known to 
the recipient.

This is more than a law school 
lesson in subjective versus objective 
analysis; the lesson here is related to 
evidence. While the cases described 
above both lead to findings of puff-
ery, with different evidence, the cas-
es may have turned out differently. 
In Kelly in particular, the evidence 
would have benefitted from greater 
specificity, given that “[r]epresenta-
tions about forecasts are material 
to a reasonable investor, and may 
constitute material representations 
when they are sufficiently specific. 
For example … statements that de-
fendants were optimistic about fu-
ture growth in the market for a par-
ticular product were material. … 
” S.E.C. v. Loomis, 969 F. Supp. 2d 
1226, 1236 (E.D. Cal. 2013) (citations 
omitted, emphasis added). As fur-
ther demonstration, the same court 
found that statements involving spe-
cific interest rate returns on financial 
products were sufficiently specific to 
overcome an assertion that corpo-
rate statements were simply puffery 
or corporate optimism. Id.

This is consistent with our own 
practice. When approaching the SEC 
and Justice Department officials 
with a case under the Dodd-Frank 
Act’s investor protection provisions, 
the questions a plaintiff must an-
swer are primarily related to two 
things: materiality (is the alleged 
statement actually important to an 
investor’s decision-making process?) 
and scienter (did company officials 
have reason to believe the state-
ments were false or misleading?).

Puffery
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By James D. Gassenheimer and 
Lara O’Donnell

Potential liability for data breaches 
has emerged as a major concern for 
businesses in the past few years as 
massive cyber-attacks are increasing, 
with companies that use or store pri-
vate customer data electronically or 
use social media as part of their mar-
keting strategy being the prime tar-
gets. These data breaches have con-
tributed to an increase in director 
and officer (D&O) litigation in con-
nection with cyber incidents, and 
will continue to do so, with plain-
tiffs seeking to capitalize on D&O 
policies that do not contain cyber or 
data breach exclusions.

The market for D&O cyber cover-
age is evolving in response to these 
issues. However, existing policies 
and those covering prior policy pe-
riods do not reflect current market 
trends. Many D&O policies con-
nected to the current influx of D&O 
litigation lack cyber liability exclu-
sions. Thus, although both busi-
nesses and insurance companies 
are responding to changes in cyber 
liability exposure and litigation, 
plaintiffs continue to capitalize on 
the possibility of payouts for cyber 
liability under D&O policies. 
THE INCREASING THREAT 
OF CYBER INTRUSIONS AND 
DATA BREACH EXPOSURE

Various agencies, departments 
and organizations continue to take 
serious steps toward electronic data 
protection in recognition of emerg-
ing and evolving cyber threats. 
For instance, on Feb. 3, 2015, the 
Financial Industry Regulatory Au-
thority (FINRA) released its Report 
on Cybersecurity Practices, focus-
ing on cybersecurity issues within 
the financial services industry. See 

News Release, at http://tinyurl.com/ 
kn7ezhj. Among its findings, FINRA 
notes that the frequency and sophis-
tication of cyber-attacks continues to 
increase. See FINRA Report, http://
tinyurl.com/n3ktz2n. With respect 
to broker-dealers, FINRA advises 
that the industry as a whole “must 
make responding to these threats a 
high priority.” Id. FINRA reports that 
a variety of factors are driving expo-
sure to cybersecurity threats, includ-
ing advances in technology, changes 
in business models, and changes in 
how businesses and their custom-
ers use technology to create vulner-
abilities in information technology 
systems. The tools used to access 

private information are increasingly 
sophisticated, and insiders may also 
pose a substantial threat.

The Securities and Exchange Com-
mission’s (SEC) Office of Compli-
ance Inspections and Examinations 
(OCIE) also released a cybersecu-
rity examination sweep summary in 
February 2015, which examined 57 
broker-dealers and 49 registered in-
vestment advisers concerning how 
they address the legal, regulatory 
and compliance issues associated 
with cybersecurity. See OCIE Cy-
bersecurity Summary, http://tinyurl.
com/kwcmuu4. Notably, the OCIE 
Summary indicates that most of the 
examined firms reported that they 
had been the subject of a cyber-re-
lated incident. A majority also stated 
that they experienced cyber-attacks 
directly or through one or more of 
their vendors. Most of the cyber in-
cidents were related to malware and 
fraudulent e-mails. 

On Feb. 13, 2015, the White House 
convened a summit on cybersecuri-
ty and data protection. See President 

Obama Speaks at the White House 
Summit on Cybersecurity and Con-
sumer Protection, The White House 
Blog (Feb. 13, 2015), http://tinyurl.
com/m3k4ers. President Obama 
noted that more than 100 million 
Americans had personal data com-
promised in recent data breaches, 
underscoring the importance of ad-
dressing the unique and often wide-
spread risks associated with cyber 
intrusions. 
CYBERSECURITY LITIGATION 
AND THE UNDEFINED 
STANDARD OF CARE 

Due to the increasing occurrence 
of data breaches, cyber litigation, in-
cluding related D&O lawsuits, is on 
the rise. The FTC, for example, has 
initiated cybersecurity lawsuits and 
investigations. See, e.g., FTC v. Wyn-
dham Worldwide Corp., No. 13-1887 
(ES), 2014 WL 2812049 (D.N.J. June 
23, 2014) (FTC alleges Wyndham 
entities violated FTC act by failing 
to maintain reasonable and appro-
priate data security for consumers’ 
sensitive personal information); FTC 
v. Wyndham Worldwide Corp. (Wyn-
dham II), 10 F. Supp. 3d 601 (D.N.J. 
2014). The district court’s denial of 
Wyndham’s motion to dismiss the 
complaint in Wyndham II is pres-
ently before the Third Circuit Court 
of Appeals on interlocutory review, 
where the court will consider the 
FTC’s authority to address cyberse-
curity issues under Section 5 of the 
Federal Trade Commission Act, as 
well as Wyndham’s alleged cyberse-
curity lapses.

The FTC’s brief cites the reason-
ableness standard articulated by the 
New Jersey district court, stating that 
reasonableness is the “touchstone” 
of the analysis. Brief for the Fed. 
Trade Comn’n (Nov. 5, 2014), http://
tinyurl.com/k9uchjb. However, what 
constitutes “reasonableness” remains 
largely undefined by courts. 

The FCC is also doubling down 
on cybersecurity. On Oct. 24, 2014, 
the FCC levied its first fine under 
the Communications Act of 1934, 
and ruled against two companies 
for failing to adequately protect 
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consumer information. See In the  
Matter of TerraCom, Inc. and Your-
Tel America, Inc., FCC 14-173, Notice 
of Apparent Liability for Forefeiture 
(Oct. 24, 2014), http://tinyurl.com/
lz7bmlz. The FCC imposed a fine of 
$10 million on the companies for 
failure to employ reasonable data 
security practices, misrepresent-
ing to customers that appropriate 
technologies were used to protect 
their personal information, failing 
to properly protect customer infor-
mation, and failing to fully inform 
customers that their personal infor-
mation had been compromised by 
third-party access. Id.

The FCC noted that “consumers 
applying for telecommunications 
services have a reasonable expecta-
tion that the carrier will protect con-
fidentiality” of personal information 
they provide in connection with a 
transaction. Id. at 8. It found that the 
companies’ data security practices 
were “unjust and unreasonable” be-
cause they “failed to employ even 
the most basic and readily available 
technologies and security features” 
for protecting consumer informa-
tion. Id. at 12. 

Although case law and enforce-
ment actions have yielded factual 
scenarios from which companies 
may discern particular practices that 
may not be appropriate, a uniform 
or better-defined standard of care 
has yet to emerge.
THE RELATED INCREASE 
IN D&O LITIGATION

Along with the proliferation of 
cyber litigation, related D&O law-
suits continue to present themselves 
in connection with data breaches. 
These lawsuits may seek to capitalize 
on D&O policies that lack specific 
cybersecurity exclusions. It remains 
unclear whether and to what extent 
traditional D&O policies would cov-
er such claims. Standard D&O poli-
cies simply may not contemplate the 
new financial risks brought about 
by cyber liability and therefore may 
not adequately cover such claims. 

See, e.g., Willis Warns Directors D&O 
Policies May Not Cover Some Cyber 
Risks, Insurance Journal (Aug. 6, 
2012) (citing Willis Group Holdings 
Executive Risks Boardroom Guide). 
However, the steady increase in 
D&O lawsuits indicates that D&O 
plaintiffs may hope or expect to re-
solve those questions in favor of cov-
erage under more traditional policies 
still in force. Because such policies 
are unlikely to contain cybersecurity 
exclusions, they may cover losses re-
sulting from data breach-related de-
rivative litigation. 

The Wyndham case is one ex-
ample of derivative litigation that 

arose in connection with a cyber-at-
tack. In Palkon v. Holmes, No. 2:14-
CV-01234 (SRC), 2014 WL 5341880 
(D.N.J. Oct. 20, 2014), shareholders 
filed a derivative lawsuit against 
directors and officers of Wyndham 
Worldwide Corp. (Wyndham). The 
New Jersey federal district court dis-
missed the D&O case with prejudice 
on grounds that the plaintiff share-
holder failed to show that the Wyn-
dham board’s demand refusal was 
made in bad faith or was based on 
an unreasonable investigation. Un-
der the strong presumption afford-
ed by the business judgment rule, 
the court found that Wyndham’s 
board “had a firm grasp of Plaintiff’s 
demand when it determined that 
pursuing it was not in the corpora-
tion’s best interest.” Palkon, 2014 
WL 5341880 at *6. The court noted 
that the company had implemented 
cybersecurity measures before the 
first breach, and those measures 
were followed. This finding prevent-
ed the plaintiff from showing gross 
negligence.

A pair of derivative suits filed 
Jan. 21 and Jan. 29, 2014, over Tar-
get’s data breach also remain pend-
ing in the federal district court for 
the District of Minnesota. The first 
complaint alleged breach of fidu-
ciary duty and waste of corporate 
assets. See Kulla v. Steinhafel, Case 
No. 0:14-cv-00203 (D. Minn. Jan. 
21, 2014). The second complaint al-
leged breach of fiduciary duty, gross 
mismanagement, waste of corporate 
assets and abuse of control. See Col-
lier v. Steinhafel, Case No. 0:14-cv-
00266 (D. Minn. Jan. 29, 2014). Both 
complaints alleged failure to take 
adequate steps to prevent a security 
breach, and that defendants “aggra-
vated the damage to customers by 
failing to provide prompt and ade-
quate notice to customers and by re-
leasing numerous statements meant 
to create a false sense of security to 
affected customers.” 

Thus, D&O lawsuits have been 
cropping up in connection with ma-
jor cyber litigation, and the frequen-
cy and severity of these lawsuits can 
be expected to grow. See, e.g., D&O 
Claims & Trends Q2 2013, Advisen 
Insurance Intelligence (July 2013), 
http://tinyurl.com/l8cs9qe (expec-
tations are that the frequency and 
severity of D&O suits will grow due 
to increased regulatory scrutiny); 
see also See Cyber Liability — the 
Changing D&O Risks, WGA insure-
blog (Oct. 10, 2014), http://tinyurl.
com/mpljz49 (“The rise of cyber li-
ability is threatening to cause one of 
the D&O insurance industry’s peri-
odic spasms.”).
MITIGATING EXPOSURE 
TO D&O LITIGATION

Existing case law does not clearly 
explain what constitutes “reason-
able” precautions taken by a busi-
ness. In Wyndham, the court offers 
some suggestions that guide com-
pliance, noting that the FTC’s public 
complaints and consent agreements, 
as well as its public statements and 
business guidance brochure, see 
FTC, Protecting Personal Informa-
tion: A Guide for Business (Novem-
ber 2011), http://tinyurl.com/77jv, 
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By Veena A. Iyer, Sarah Riskin 
and Elizabeth Winchell

In the past year, communicable 
disease outbreaks have dominated 
the headlines. Ebola arrived in the 
United States last fall; measles re-
surged this winter; and this year’s 
influenza strains were some of dead-
liest in recent memory. In light of 
these public health threats, employ-
ers are struggling to ascertain their 
rights and obligations toward their 
workforce, including those who are 
infected, exposed, or at-risk. 
WHAT IS A COMMUNICABLE 
DISEASE?

Communicable diseases are medi-
cal conditions that can be passed 
from one person to another. They 
vary widely in severity, ranging from 
minor illnesses like the common 
cold to acute conditions like Ebola. 
Communicable diseases also dif-
fer in method of transmission, with 
some conditions like influenza being 
transmitted through contact with an 
infected person or surface, and other 
conditions like tuberculosis being 
transmitted without any such contact.

Because of the differences among 
various communicable diseases, a 
“one-size-fits-all” formula is of little 
utility in dealing with concerns in 
the workplace. Rather, an employer 
should develop a flexible approach 
that can be applied to a variety of 
scenarios involving different com-
municable diseases. In doing so, the 
company should take into consider-
ation laws that apply to employers 
generally and to the industry par-
ticularly and characteristics that are 
unique to the employer’s workplace, 
workforce, and customers.

WHICH LAWS ARE LIKELY TO 
BE AT ISSUE?

When considering what actions 
can be taken to prevent or contain 
a single incident or a widespread 
outbreak of communicable diseas-
es, employers should keep in mind 
a number of laws.

1. The Family and Medical 
Leave Act (FMLA) and any state 
medical leave statutes. These stat-
utes require covered employers to 
provide qualified employees with 
leave to cope with the employee’s 
own or a family member’s medical 
condition. Under the federal FMLA, 
a covered employer must provide 
qualifying employees with 12 weeks 
of unpaid leave for their own or a 
family member’s “serious health con-
dition.” Thus, to determine whether 
a qualifying employee is entitled to 
FMLA leave due to a communicable 
disease, the employer must assess 
whether the disease at issue amounts 
to a “serious health condition.” 

This is generally a case-by-case de-
termination. The FMLA regulations 
define a “serious health condition” 
as “an illness, injury, impairment or 
physical or mental condition that in-
volves inpatient care or continuing 
treatment by a health care provider.” 
Employers should be able to evalu-
ate fairly easily whether an employ-
ee meets the “inpatient care” prong, 
but will likely face more difficulty 
assessing whether an employee is 
receiving “continuing treatment.” 
Generally, an employer or an em-
ployee’s family member is receiving 
continuing treatment if he or she 
has been unable to work for at least 
three consecutive days, and has re-
ceived a minimum amount of treat-
ment from a medical provider. 

In short, a bout of influenza that 
lasts a day or two and does not re-
quire hospitalization or treatment 
by a medical provider is not a “se-
rious health condition” under the 
FMLA. But a case of influenza that 
requires hospitalization or lasts at 
least three days and requires treat-
ment by a medical provider would 
likely qualify as a “serious health 
condition.” Regardless of whether 
the communicable disease at issue 

qualifies as a “serious health condi-
tion” under the FMLA, employers 
should be sure to check whether 
the employee would be entitled to 
leave under any more generous ap-
plicable state or local law.

2. The Americans with Disabili-
ties Act (ADA) and state disabil-
ity anti-discrimination statutes. 
These statutes are designed to pre-
vent discrimination on the basis of 
disability. Under the ADA, a covered 
employer is prevented from mak-
ing disability-related inquiries or 
medical examinations except under 
certain circumstances and discrimi-
nating against qualified employees 
with actual or perceived disabilities. 
Employers also have the affirmative 
duties to provide reasonable accom-
modations to qualified employees 
with actual disabilities and main-
tain confidentiality of an employee’s 
medical information. The Equal 
Employment Opportunity Commis-
sion (EEOC), the federal agency in 
charge of enforcing the ADA, has 
issued guidance to assist employers 
in applying the ADA to outbreaks of 
communicable diseases, particularly 
pandemics.

The ADA prohibits employers 
from making disability-related in-
quiries or conducting medical ex-
aminations of their employees, 
unless doing so is job-related and 
consistent with business necessity. 
This means the employer must have 
a reasonable belief, based on objec-
tive evidence, that the employee’s 
ability to perform essential job func-
tions will be impaired by a medical 
condition or that an employee will 
pose a direct threat due to a medi-
cal condition. Note that there are 
different rules for applicants, which 
is outside the scope of this article. 

In light of these mandates, wheth-
er an employer makes a disability-
related inquiry or requires a medical 
examination of an employee who 
may have been exposed to a com-
municable disease likely turns on 
the nature of the objective evidence 
regarding exposure, the characteris-
tics of the disease, and the nature 
of the workplace. If a teacher at a  

continued on page 8
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daycare center revealed that she 
was at Disneyland when visitors 
were exposed to the measles, an 
employer would likely be justified 
in requesting the employee undergo 
tests to confirm whether she is im-
mune to the disease. In contrast, an 
employer would likely have greater 
difficulty requesting such testing of 
a law firm paralegal who traveled 
on a plane from Los Angeles in the 
days after the measles outbreak. In 
that case, the employer would lack 
objective evidence that the paralegal 
posed a direct threat because of her 
potential exposure to the measles.

The ADA also prohibits employ-
ers from discriminating against 
qualified employees who are dis-
abled or who are perceived to be 
disabled. In the case of an em-
ployee who has a communicable 
disease, the initial question for the 
employer is whether that employee 
is disabled under the statute. Gen-
erally, a disability includes a condi-
tion that “substantially limits one or 
more major life activities,” or “be-
ing regarded as” having a disability. 
Whether a communicable disease is 
a disability is therefore likely to de-
pend on the severity of the disease 
in the particular case at issue. Influ-
enza or H1N1 is unlikely to rise to 
the level of a disability, but measles 
or Ebola would probably amount to 
a disabling condition. Regardless of 
whether a communicable disease 
is a disability, it is unlikely that an 
employer would run afoul of the 
ADA by asking an employee who 
poses a direct threat to the health 
and safety of others. That said, the 
employer should consider offering 
telecommuting as a potential rea-
sonable accommodation for an em-
ployee capable of working during 
the illness.

Finally, the ADA requires that in-
formation obtained through disabil-
ity-related inquiries and medical ex-
aminations be kept confidential and 
stored separate from ordinary em-
ployment records. This prohibition 
raises the question of whether there 

is any way for employers to inform 
the workforce and the public about 
potential exposure to a communica-
ble disease by an employee. In such 
situations, it is advisable to follow 
the guidance of the CDC and your 
jurisdiction of public health. Ordi-
narily, when employers do share 
such information, they do not reveal 
the identity of infected individual 
to whom others were exposed, but 
do provide enough information for 
those who were exposed to iden-
tify themselves and know to seek 
medical attention if they experience 
symptoms. 

3. Title VII of the Civil Rights 
Act and state anti-discrimina-
tion statutes. These statutes pro-
hibit discrimination on the basis of 
membership in various protected 
classes, including race, color, reli-
gion, gender and national origin. 
Employers should keep these stat-
utes in mind when responding to a 
potential or actual communicable 
disease outbreak. Again, the more 
information an employer has about 
the disease and the outbreak, the 
better positioned the employer will 
be to protect the health and safety 
of the workplace while avoiding a 
claim of discrimination. 

For example, during the Ebo-
la outbreak last fall, a number of 
employers faced the question of 
whether they could and should pro-
hibit employees who had traveled to 
certain West African countries from 
returning to work until the incuba-
tion period for Ebola had passed. 
Employers needed to be careful not 
to assume that their employees from 
West African countries were exposed 
to Ebola. Rather, the critical inquiry 
was whether an individual’s travel 
placed him or her at higher risk 
for contracting and transmitting the 
disease. Employers were best served 
by educating themselves about the 
levels of Ebola in the countries that 
the employee had visited, obtaining 
information from the employee re-
garding any potential contact with 
infected individuals, consulting the 
guidance of their jurisdiction’s pub-
lic health department, and making 
case-by-case determinations about 

whether an employee should be 
sent home. 

4. Federal and state reasonable 
accommodations requirements. 
Federal and state statutes, including 
the ADA and Title VII, require em-
ployers to make reasonable accom-
modations to non-essential employ-
ment functions and requirements for 
persons with disabilities and persons 
of faith. These accommodations are 
most likely to arise when employers 
seek to implement prevention pro-
grams, such as a mandatory vaccina-
tion program. Under these statutes, 
employers cannot force all employ-
ees to be vaccinated; rather, most em-
ployers will be required to exempt 
employees who are unable to be vac-
cinated because of a medical condi-
tion or who refuse to be vaccinated 
based on their religious beliefs. That 
said, the employer may take other 
steps to protect the employee, his or 
her coworkers, and the public, such 
as requiring the employee to wear a 
mask or ensuring that the employee 
is not exposed to particularly vulner-
able populations.
BEST PRACTICES

Institute a policy asking em-
ployees to stay away from the 
workplace if they are exhibiting 
symptoms of a communicable 
disease.
If you ask employees to leave 
work if they are exhibiting 
symptoms, make sure to treat all 
employees consistently.
Consider placing employees with 
or exposed to certain communi-
cable diseases on paid leave or 
converting such employees to 
temporary work-at-home status.
If you ask employees not to 
come to work or to leave work 
due to exposure, make sure that 
there is public health informa-
tion regarding the spread and 
severity of the illness to justify 
this approach.
Be aware of competing public 
health needs. If the employee 
must be quarantined, for ex-
ample, do not take any adverse 
employment action as a result.

Diseases
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If your organization does not 
provide sick leave, consider do-
ing so to avoid creating an in-
centive for employees to come 
to work sick.

Review the EEOC’s pandemic 
preparedness guidance when 
assessing how to handle a com-
municable disease outbreak.
Be aware of industry-specific 
rules and regulations. For ex-
ample, depending on the state, 
there may be special rules in 

food-handling, healthcare, ho-
tels, public swimming pools, 
and school/day care settings. 

—❖—

should only occur if there was a ma-
terial error related to the initial L-1B 
approval, there has been a “substan-
tial change in circumstances” since 
the approval, or there is new mate-
rial information that adversely im-
pacts the eligibility for the visa clas-
sification. This will help reverse the 
recent trend of USCIS approval rates 
being lower for L-1B extensions 
than for initially filed petitions.

The L-1B Memo provides some 
clarification of the definition of “spe-
cialized knowledge.” It establishes 
that for knowledge to be “special” 
or “advanced,” there must be a com-
parison of the beneficiary’s knowl-
edge against that of other work-
ers. To be “special,” the knowledge 
must be “distinct or uncommon” in 
comparison to that normally found 
in the employer/industry, whereas 
to be “advanced” the knowledge 
must be “greatly developed or fur-
ther along in progress, complexity 
and understanding” than generally 
found within the employer. Factors 
USCIS will consider in determining 
whether a beneficiary’s knowledge 
is specialized include:

Whether the beneficiary pos-
sesses knowledge not generally 
found in the industry or the pe-
titioning organization’s U.S. op-
erations.
Whether the beneficiary pos-
sesses knowledge that is par-
ticularly beneficial to the em-
ployer’s competitiveness in the 
marketplace.
Whether the beneficiary has 
been employed abroad in a ca-
pacity involving assignments 
that have significantly enhanced 
the employer’s productivity, 

competitiveness, image, or fi-
nancial position.
Whether the claimed special-
ized knowledge normally can 
be gained only through prior 
experience with that employer.
Whether the beneficiary pos-
sesses knowledge of a product 
or process that cannot be easily 
transferred or taught to another 
individual without significant 
economic cost or inconvenience 
(because, for example, such 
knowledge may require substan-
tial training, work experience, or 
education).
Whether the beneficiary has 
knowledge of a process or a 
product that either is sophisti-
cated or complex, or of a highly 
technical nature, although not 
necessarily unique to the firm.

The L-1B Memo also confirms that 
knowledge need not be proprietary 
or unique to the petitioning em-
ployer, or narrowly held within the 
petitioning employer to be “special-
ized,” but such evidence would sup-
port a finding that the knowledge 
is specialized. Moreover, the L-1B 
Memo reminds USCIS officers that 
petitioners need not prove that U.S. 
workers are unavailable to perform 
the duties of the position. While it 
may be the case that a high number 
of U.S. workers possessing knowl-
edge similar to beneficiary’s can 
result in a conclusion that the ben-
eficiary’s knowledge is not “special-
ized,” an employer is not required to 
prove the alternative. 

The L-1B Memo makes clear that 
merely stating that a beneficiary’s 
knowledge is different, special, or 
greatly developed is not sufficient 
to qualify for L-1B classification; the 
employer must submit proof. To that 
end, the L-1B Memo provides instruc-

tions to employers as to the kinds 
of evidence that can be submitted 
to USCIS to demonstrate that an in-
dividual’s knowledge is “special” or 
“advanced.” This evidence includes:

A detailed description of the 
services to be performed;
Proof of the beneficiary’s prior 
education, training, and em-
ployment;
A comparison of the beneficia-
ry’s knowledge to that of others;
Proof of how and when the 
beneficiary gained the required 
“specialized knowledge”;
An explanation of the difficulty 
of imparting the beneficiary’s 
specialized knowledge to others 
without significant cost or disrup-
tion to the employer’s business;
Documentation of training, 
work experience, or education 
establishing the number of years 
the individual has been utilizing 
or developing the claimed spe-
cialized knowledge as an em-
ployee of the organization or in 
the industry;
Evidence of the impact, if any, 
the transfer of the individual 
would have on the organiza-
tion’s U.S. operations;
Evidence that the alien is quali-
fied to contribute to the U.S. 
operation’s knowledge of for-
eign operating conditions as a 
result of knowledge not gener-
ally found in the industry or the 
petitioning organization’s U.S. 
operations;
Contracts, statements of work, 
or other documentation that 
shows that the beneficiary 
possesses knowledge that is  
particularly beneficial to the or-
ganization’s competitiveness in 
the marketplace;

continued on page 10
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60 million shares or roughly 60% of 
T3 Motion’s equity. At the time of 
EHI’s investment, T3 Motion’s board 
of directors was composed of three 
members: CEO William Tsumpes, 
Steven Healy and Ki Nam. However, 
T3 Motion’s bylaws authorized the 
company to have seven directors on 
the board.

On Dec. 26, 2014, EHI and seven 
other T3 Motion stockholders, hold-
ing in excess of 60% of T3 Motion’s 
shares, delivered a signed stock-

holder written consent dated Dec. 
17, 2014, electing four individu-
als to T3 Motion’s board, thus fill-
ing the four vacant director seats. 
In response, on Jan. 15, Tsumpes 
contacted Healy and Nam to hold 
a board meeting, excluding the di-
rectors appointed to the T3 Motion 
board by the December 2014 writ-
ten consent. The tentative agenda 
of the board meeting included the 
“urgent” matter of selling T3 Mo-
tion equity to a third-party inves-
tor, converting T3 Motion debt held 
by Tsumpes and an entity called 
T-Energy to equity and converting 

Tsumpes’ unpaid salary to common 
stock. The motive behind these ac-
tions was to dilute EHI’s and the 
other seven investor stockholders’ 
interests in T3 Motion to less than a 
controlling majority.

EHI initiated the underlying ac-
tion Jan. 16, pursuant to Section 225 
of the Delaware General Corpora-
tion Law, and sought a declaratory 
judgment that the new directors 
were validly elected. Around the 
time EHI filed its Section 225 action, 
the four “new” T3 Motion directors, 
along with existing director Nam, 

DE Chancery
continued from page 1

Evidence, such as correspon-
dence or reports, establishing 
that the beneficiary has been 
employed abroad in a capacity 
involving assignments that have 
significantly enhanced the or-
ganization’s productivity, com-
petitiveness, image, or financial 
position;
Personnel or in-house training 
records that establish that the 
beneficiary’s claimed special-
ized knowledge normally can 
be gained only through prior 
experience or training with that 
employer;
Curricula and training manu-
als for internal training courses, 
financial documents, or other 
evidence that may demonstrate 
that the beneficiary possesses 
knowledge of a product or pro-
cess that cannot be transferred 
or taught to another individual 

without significant economic 
cost or inconvenience;
Evidence of patents, trademarks, 
licenses, or contracts awarded 
to the organization based on 
the beneficiary’s work, or simi-
lar evidence that the beneficia-
ry has knowledge of a process 
or a product that either is so-
phisticated or complex, or of a  
highly technical nature, al-
though not necessarily proprie-
tary or unique to the petitioning 
organization; and
Payroll documents, federal or 
state wage statements, resumes, 
organizational charts, or similar 
evidence documenting the posi-
tions held and the wages paid 
to the beneficiary and parallel 
employees in the organization.

Finally, the L-1B Memo also ad-
dresses offsite L-1 employment, 
where an employee works at non-
employer worksite. It reaffirms the 
two-prong test stated in the L-1 Visa 
Reform Act: 1) the beneficiary is not 
“controlled and supervised princi-

pally by the unaffiliated employer”; 
and 2) the beneficiary is “placed in 
connection with the provision of a 
product or service for which spe-
cialized knowledge specific to the 
petitioning employer is necessary.”
CONCLUSION

Corporate counsel should be sure 
to address these two prongs for any 
offsite L-1 petitions. They should 
also be aware of and avoid any co-
employment challenges, such as 
where the non-affiliated employer 
provides guidance and direction to 
the L-1, provide an e-mail address 
to the L-1, invites the L-1 to compa-
ny parties, etc., particularly during 
a year when 30,000 unannounced 
H-1B and L-1 employer site visits 
by USCIS officers are expected. Cor-
porate counsel who understand the 
qualifying criteria outlined in the 
L-1B Memo will best position their 
companies for success.

L-1 Petitions
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To use the Kelly case as an exam-
ple, this means that had the plaintiffs 
been able to marshall evidence that 
EA had not actually worked with 
Microsoft or Sony in any meaning-
ful capacity, that the game’s devel-
opers had not taken significant ef-

forts to “de-risk” the game’s engine, 
or perhaps even that the bugs in the 
launch were substantially the same 
bugs in the previous iterations of 
the series, then the decision might 
have come out differently. This 
would mean that the statements 
were not simply “projections of op-
timism,” but rather statements that 
the speakers had reason to believe 
were false. 

These evidentiary lessons should 
be a guide in developing or defend-
ing cases like these going forward. 
The power of puffery has only ex-
panded since the days when preen-
ing teenagers flew harrier jets to 
school. The concept has reached 
the litigation battlefield repeat-
edly, including through the virtual  
battlefield of … well, Battlefield. 

Puffery
continued from page 4
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executed a written consent remov-
ing Tsumpes as CEO and appoint-
ing one of the new directors in his 
stead.

On Jan. 20, EHI and six other 
stockholders collectively holding 
approximately 58% of T3 Motion’s 
stock issued a written consent dat-
ed Jan. 15 that ratified and retook 
the actions in the December 2014 
written consent — and removed 
Tsumpes and Healy from the T3 
Motion board of directors. On Jan. 
21, EHI filed an amended complaint 
seeking declarations that the direc-
tor consent and the second stock-
holder consent were also valid and 
enforceable. In addition, EHI filed 
a motion for a temporary restrain-
ing order seeking to enjoin the 
T3 Motion board of directors and 
Tsumpes from taking certain ac-
tions that could harm the company, 
including the dilution of T3 Motion’s 
stock. T3 Motion opposed the mo-
tion on three bases. First, the defen-
dant argued that the stockholders’ 
consents ran afoul of Section 211(b) 
of the DGCL. Second, the defendant 
contended the consents failed to 
comply with the date and signature 
requirements of Section 228(c) of 
the DGCL. And third, the defendant 
alleged that EHI failed to comply 
with the prompt notice requirement 
in Section 228(e) of the DGCL when 
delivering the consents.
THE RULING

The court was unmoved by the 
defendant’s argument that, pursu-

ant to Section 211(b), the December 
2014 stockholder consent was un-
lawful because, as a less than unani-
mous stockholder consent, the De-
cember 2014 stockholder consent 
did not remove all T3 Motion’s di-
rectors before filling vacancies on 
the board. Rather, Chancellor Andre 
G. Bouchard indicated that Section 
211(b) applies when a stockholder 
written consent electing directors 
purports to be in lieu of an annu-
al meeting. Because the December 
2014 stockholder consent did not 
intend to replace an annual meet-
ing, Section 211(b) was inapplica-
ble.

The court noted that Section 228 
of the DGCL allows for written con-
sents to be utilized in these circum-
stances unless otherwise provided 
in a company's charter. In fact, T3 
Motion's bylaws include language 
permitting stockholders to take any 
action that is required or permitted 
to be taken at an annual or special 
meeting by written consent. The 
chancellor also noted that support 
for this position can be found in the 
relatively recent Delaware Supreme 
Court decision in Crown EMAK Part-
ners LLC v. Kurz, 992 A.2d 377 (Del. 
2010). Relying on Crown EMAK, the 
chancellor stated that a company’s 
charter must be explicit in prohibit-
ing stockholders from filling board 
vacancies by written consent. Clear-
ly, that was not the case here. For 
those reasons, the chancellor found 
it reasonably probable that EHI 
would succeed on its argument that 
the consenting directors had the 
ability to appoint directors to the va-
cant board seats by written consent 
and that the Section 211(b) defense 
was without merit.

The court also dispatched the two 
technical defenses raised by the 
defendant. The first argument cen-
tered on the purported failure of 
the December 2014 written consent 
being properly signed and dated. 
The court found that regardless of 
the validity of the defendant’s argu-
ment, it was subsequently mooted 
by the January stockholder consent, 
which there was no argument that it 
was properly signed and dated. The 

January stockholder consent both 
retook and ratified the December 
2014 stockholder consent. Similarly, 
the court found no support for the 
defendant’s final argument that T3 
Motion was not given prompt notice 
of the consents consistent with Sec-
tion 228(e). The defendant failed to 
identify any authority for the propo-
sition that Section 228(e) requires 
notice in less than 30 days. Without 
any support for its untimely notice 
argument, the court found the de-
fendant’s Section 228(e) defense 
lacked merit. After sorting through 
the various defenses, the chancellor 
granted the motion for a temporary 
restraining order, noting that it was 
similar in nature to status quo or-
ders that are customarily imposed in 
Section 225 actions.
‘PLAINLY IRREPARABLE HARM’ 

Of particular note, the chancel-
lor stated that the uncertainty of the 
composition of T3 Motion’s board 
of directors put a cloud over how 
the company would be managed, 
which is “plainly irreparable harm.” 
The value in this statement, how-
ever, may be limited by the circum-
stances confronting the court. Since 
a majority of the T3 Motion board 
of directors (four of seven) were ap-
pointed by the disputed stockholder 
consents, irreparable harm to the 
company is more likely, since inter-
im actions for the company would 
be taken by a minority of directors. 
Whether the same threat of immi-
nent irreparable harm exists where 
a minority of the directors’ seats are 
in dispute is debatable. Neverthe-
less, the Court of Chancery demon-
strated, yet again, its willingness to 
act quickly and decisively in order 
to protect Delaware companies and 
their stockholders from potential 
harm.

—❖—
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The key is to watch for statements 
that are specific, to probe speakers 
based on their knowledge at the 
time they made their statements, 
and to shore up the message recipi-
ent’s reasonableness in interpreting 
the message based on its context. 

The statement that a coffee shop 
makes the “world’s best cup of cof-
fee” is self-evidently subjective and 
lacking in specificity (e.g., best ac-
cording to what authority?). The 
barista likely lacked any specific in-
formation suggestinvworld’s great-
est, and certainly had no reason to 
believe that the bold proclamation 
would be taken as literal truth. And, 

of course, Will Ferrell’s iconic Elf 
character should be no one’s model 
for reasonableness.

indicate reasonable measures to 
be taken with respect to cyber-
security. It further suggests that  
industry practices may guide the 
reasonableness inquiry. Wyndham, 
10 F. Supp. 3d at 620. Various other 
regulatory agencies and organiza-
tions also offer guidance on protect-
ing private information, including 
the SEC, FINRA, the National Asso-
ciation of County Information Offi-
cers (NASCIO), the U.S. Department 
of Homeland Security (DHS), and 
the Department of Justice (DOJ). 
See Mitigating the Threat of Cyber-
security Litigation in an Ambiguous 
Regulatory Environment, 57 No. 2 
DRI For Def. 48 (Feb. 2015).

Development of industry stan-
dards would address some of these 
concerns. The February, 2015 FINRA 
Report notes that an effective prac-
tice for firms would be to evaluate 
industry frameworks and standards 
as reference points for developing 
their approach to cybersecurity. 

The FINRA Report suggests a num-
ber of frameworks and standards  
that businesses may draw upon as 
a starting point, including the Na-
tional Institute of Standards and 
Technology (NIST) Framework for 
Improving Critical Infrastructure 
Cybersecurity Version 1.0 created 
pursuant to Executive Order 13549 
of Aug. 18, 2010, among others. See 
NIST Framework (Feb. 12, 2014), 

http://tinyurl.com/o7z6u9e. The 
NIST Framework specifically calls 
for businesses and organizations to 
establish a roadmap for reducing 
cybersecurity risk that considers le-
gal and regulatory requirements, in-
dustry standards and best practices, 
and reflects risk management pri-
orities. The related NIST Roadmap 
for Improving Critical Infrastruc-
ture Cybersecurity, http://tinyurl.

com/kwl8uhc, echoes that “industry 
groups, associations, and non-prof-
its can be key vehicles for strength-
ening awareness of the Framework.”
CYBERINSURANCE

Another important step in mitigat-
ing cyber liability, and in particular, 
D&O liability, is to ensure adequate 
cyberinsurance coverage. Insurers 
are well aware of the increasing risk 
of cyber liability for businesses. See, 
e.g., Increased D&O Diligence Re-
quired, The Hartford, http://tinyurl.
com/lyuwlgt; Cyber D&O claims 
may be on the rise, Zurich Insider 

( Jan. 2015), http://tinyurl.com/ln-
l5w2e. Some have suggested that, 
rather than excluding cyber events, 
D&O insurers may ask more ques-
tions of boards to determine their 
role and duties with respect to cy-
ber risk management. See Why Cy-
ber Risk as a Boardroom Issue Can’t 
be Ignored, WS&Co., http://tinyurl.
com/l3zuh5o. However, it is becom-
ing increasingly difficult for busi-
nesses and insurers to keep up with 
the many facets of cyber liability ex-
posure. See supra Cyber Liability — 
the Changing D&O Risks (Oct. 10, 
2014). 
CONCLUSION

Cybersecurity risks are largely 
unknown and in constant flux. In 
addition to negotiating D&O poli-
cies that do not specifically exclude 
cyber liability, it is equally impor-
tant to obtain an adequate scope of 
coverage. Coverage should address 
a broad range of cyber risks, such 
as third party or vendor exposures, 
regulatory liability, cybercrime, and 
other foreseeable costs to the busi-
ness resulting from a cyber inci-
dent. To the extent possible, policies 
should also include language broad 
enough to cover some risk of expo-
sure to undefined cyber threats. It is 
imperative that businesses and their 
advisers stay on top of evolving cy-
ber risks to ensure that adequate 
coverage remains in place.
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